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12 May 1978 


NOTE FOR: Mr. Robert W. Gambino 
Chairman, DCI Security Committee 


es 
Executive secretary, DCI Security Committee 


SUBJECT:  £.0. 11652 


1. Here is the latest copy of the replacement E.0. 11652. The 
President is expected to sign it on 24 May 1978. Anticipated effective 
date is 1 December 1978. 


2. Qur fix on NSA request. for exemption to declassification pro- 
cedures including exemption to review material subject to compartmentation 
under international agreement is_ adequate. 


3. There is nothing here that would support NSA's suggestions 
to hold off on some of our NFIB action items. 


drafting of implementing actions is going well according 
to sources. There is some observation by those doing 
the drafting that the lawyers lack the professional substantive 
knowledge necessary. Since fundamental security issues are involved, 
you should, at any chance you get, support_a position which.holds that 
substantive experts are required now and that lawyers should be relegated 
to_an advisory role. 


5. This would be a natural assignment for the Community Security 
Staff, but since we are not yet legal you might consider. suggesting .to 
Mr, Blake a willingness. to appoint someone to this role from the Office 
of Security, | 


6. Unless we hear otherwise by 1630 hours on 12 May, I will inform 
that SECOM has no objections. Nitpicking may come later, but 
for now, 1 think the Community has to live with this. 


[ 
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DRAFT 


May 3, 1978 
EXECUTIVE ORDER 


ee ee 


NATIONAL SECURITY INFORMATION © 


? 


n 


By virtue a guchorieywesrcd tee Ny the Constitution 
and laws of the United States of America; in order to balance the 
public's interest in access to veeduene information with the need to 
protect certain national security information from giactoeaee: it is 
hereby ordered as follows: 
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(c) Access by Historical Researchers and Former , 
Presidential AppointGeS ceaecevesvceervenn 
(d) Reproduction Controls ci s.wcee cece ecenesvcssene 
6. ' Implementation and Review Jdinutet nace een Bae eles 
(a) Information Security Oversight Office ..-+sece 


(b) Interagency -Information. Security ‘Committee Ss ie 


(c) Agencies with Original Classification 
Authority w.cc cece nce g cers sce en rear es ene 


(c) Agencies without Original Classification 
Authority aenmee @e eo eee © Be KF Oe SFE HOE HK EH OHO & 


7. Administrative Sanctions ...cesenseccceernssncveres 
&. Atomic Rnerpy Information or Materdal .oeeecaeceene 
9. Interpretation of the Order ..ccseecccccneccetnencs 
10. - Revocation of Prior Orders and Directives Bele ate 


ll. . Effective Date generate lelentats Seteuecenbiale Soe. rane ebb) ete eae casting Sates 


peninensee pessronaernneeen ine wa eater 


(a) UApaney™ has the meaning defined in 5 U.S.C. 552 (a). 

(b) “Classified tuférwardoa" means ineotmAe ton or material 
(hereinafter oirestavey termed "information") that is owned by, 
produced for or by, or under the eontrol ef the United States Govern- 
ment; and that has been determined pursuant to this Order. to require 
protection against jn peheri sad aieciosuee: and is so designated. 

(c) "Foreign pecetanant information" means Gueereacion that has 
been provided to the United States in confidence by, or produced by the 
United States Supawa ne to a joint arrangement requiring confidentiality 
with, a foreign government or international organization of povernments 
or an official of either. | | | 

(d) "National Secucvey® dune iene national defense and foreign 
relations of the United Steet: 

(e) "Declassification event" means an event, the occurrence of 
which would eliminate the need for continued classification. 


Section 2. Original Classification. 


(a) Classification Designation. Except as provided in the 
Atomic Energy Act of 1954 ae anointed: this Order provides the only 
basis for classifying information. Information may he miawazeeed in one 
of the three designations listed below. If there is reasonable doubt 
as to which designation is appropriate, or whether the information 


should be classified at all, the less restrictive treatment should 


FS) 
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be designated. 

(1) "Top Secret" shall be applied only to information, the 
unauthorized disclosure of which reasonably could be expected te 
cause exceptionally grave daniage to the nationa} security. 

(2) “Secret" shall be ere ete ar ee re the unauthorized 
disclosure of which reasonably could be expected to cause serious | 
damage to the national security. 

(3) "Confidential" shall be eppided only to information, the 


unauthorized disclosure of which reasonably could be expected to cause 


identifiable damage to the national security. 
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(b) Classification Authority.  , 
(1) Top Secret. Authority for original classification of 
information as "Top Secret" may be exercised only by the President, by 
such officials as the President may designate, by publication in the 
Federal Register, by the Agency heads listed : ce. wat by officials 
to. whom such authority is delegated in accordance with the provisions 
of subsection Coe vaie: 
The Secretary of State 
The eepetecy ce the Treasury 
The Secretary of Defense 
The Satuetery of the Arny 
The Secretary of whe, Wavy 
ine Seewatasy of the Air Force 
The Attorney General of the United States | ? 
The Secretary of Energy 
The Chairman, Nuclear Regulatory Commission 
The Director, Aruas Control and Disarmament Agency 
The Director of Central Intelligence | 
The HOMPALS EES LORS National. Aeronautics ane Space Agutaveteation 
The Administrator, General Services Administration (delegable 
only to the Director, Federal Preparedness Agency and to the 
oe © Director, Information Security Oversight Office.) | 
| (2) Secret. . Rovhonity for original classification of infar-~ 
mation as "Secret" may be exercised only by such officials as the 


President may designate by publication in the Federal Register: by the 


Agency heads listed below, by officials who have "Top Secret" classi- 


authority is delegated 
fication authority and by officials 0° whom such / {jn aecordance with. 


the provisions of subsection (4): 
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The Secretary of Transportation 

The Administrator, Agency for facarwarional pevelanwent 

The Director, International Communications Agency 

(3) Confidential. Authority for original miaeer fest re of 
information as Gen aeedia Ns ay: beueeek Oise d oWly by auch of ttexvats 
as the President may designate by publication 2s the Federal Register, 
by the agency heads listed below, by officials who have "Top Secret" 
or "Secret" classification authority and by officials to whom such 
authority: 2a delegated in accordance with subsection (4): 

The President and Chairman, Export~Import Bank of the United States 

The President and Chief Executive Officer, Overseas Private 

Investment Corporation 
(4) Limitations on Delegation of Classification Authority. 


(i) Authority for original classification of information as 


"Top Secret" may be delegated only to pier oat subordinate officials 
determined by the President or by Agency heads liweed in subsection (1) 
above to have a frequent need to exercise such authority. 

(ii) Authority for setetaar classification of fo ecenabien as "Secret" 
may be delegated only to subordinate officials determined. by the 
President, by agency heads listed in gubeecetons (1) and (2) above 
and by officials with "Top Secret" classification authority to have 
meenuene need to exercise such authority. | 

(iii) Authority for original classification of information as 
"Confidential" may be delegated only to subordinate officials determined 
by the President, by agency heads listed in subsections (1), (2) and 
(3) above, and by officials with "Top Secret" classification authority 
to have frequent need to exercise such authority. 

(iv) Delegated original classification authority ey ME be 


redelegated. 


(v) Each delegation of original classification authority shall 


\ 


be in writing. 


— see 
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(vi) Delegations of original classification authority shall be 
held to an absolute minimum. Administrative convenience Lis not a valid 
basis for such delegations. Periodic review of such delegations shall 
be made to ensure that the officials SO designated have demonstrated 
a continuing need to exeretée-such eucnerity: se | 

(5) -Exceptional Cases. nen at Sap rOReS or contractor of an agency 
that does not have original classification authority sricinebas: tntorna= 
tion believed to require classification, the information shall be 
protected in the manner 
prescribed by this Order and implementing directives. The information 
shall be transmitted promptly * under 
appropriate safeguards to the agency which has appropriate subject 
matter interest and classification a es ee That Sriatay shall decide 
within 30 days whether to sitactepoens information. If it is not clear 
which anency should gat the information, it shall be sent to the 
Director of the Information Security Oversight Office estabiished in 
Section 6 for a doverutnacion: | 

(c) Classification Requirements. 

(lL) Information may not be classified unless an original classifica- 
tion authority determines both: (lL) that the iuPocwarion falls into 

eee or more of the criteria gat forth dri subsection (3) eee and (2} 
that unauthorized disclosure of the information reasonably could be 
eee to cause at least identifiable damage to the national security. 

(2) Unauthorized disclosure of foreign government information 
or the identity of x confidential fexeien source is presumed to cause 
at least identifiable damage 65 vie natiorai security. 

(3) Information may not be considered for classification unless — 
it concerns: 

(i) military plans, weapons, or operations; or 

(ii) foreign government information; or 

(111) intelligence sources or methods; or 
(iv) foreign relations or foreign activities of the United 
States; or 

(v) scientific, technological, or economic matters relating to 

the national daenpeeys or 

(vi) other matters determined by the President, a person designated 


by the President pursuant to Sec. 2(b)(1) or an agency head 


.te be related to national security and to require protection 
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against unauthorized disclosure. . 
(4) Each determination under criterion (vil) above shall 
be reported when it is made to the Director of the Information Security 


Oversight Office. 


ae 
‘, 


(d} Limitation on Duration of Classification. 
(1) Except as permitted in paragraph (2) below, at the time of 
original classification each original classification authority shall 
set a date or event for automatic devise Picatten no more than six years 
later. 
(2) Only officials with Top Secret classification authority. 
and agency heads listed in Section 2(b) may classify information 


for more than six years from _ the date of original classification. 


This authority shall be used sparingly. In such cases, a declassifica- 

tion date or event or a date for review shall be set as early 

as national security permits. This date or event shall be no more 

than twenty years after original classification, except that for | 

Soren government information the date or event may be up to thirty 
years after original classification. 7 

(1) <At the time of origination, the following shall be eer on the 

face of paper copies of all classified documents: (i) the identity 
‘of the original classification authority; (ii) the office of origin; 
(iii) the date-of the document's classification; (iv) the date or event 
for declassification or review; and (v) one of the three classification 
designations defined above. Documents clabsified for more than six years 
also shall be marked with the identity of the official who authorized 

the prolonged eigesi fication and the reason classification is expected 

to remain necessary despite the passage of time. These warieiies may be 
by reference to criteria set forth in agency fhovewentiie vanwiatvones 
When the individual who signs or otherwise authenticates a document also 
is authorized to classify it, no further annotation of identity is Senate’. 

(2) Only the designations presribed by this Order may be used to 

identify classified information, Markings such as "For Official Use 
Only" and “Limited Official ugar. way not be used Poe enet purpose. Terms 
such as "Conference," or "Agency" may not be used in conjunction with the 
classification destonat tons Hpasanibed by this Order; Coho, "Agency 


Confidential," or “Conference Confidential." 
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(3) In order to facilitate excerpting and other uses, each 


classified document shall, by marking or other means, indicate clearly 
which portions are classified, with the applicable classification 
designation, and which portions are not classified. The Directer 

of the Information Security Oversight Office may, for good cauSe, grant 
and revoke waivers of this requirement for specified classes of 
documents or information. 

(4) Foreign government information either shall retain its 
original classification designation or be assigned a United States 
classification designation that shall assure a degree of protection 
equivalent to that required by the entity that furnished the information. 

(5) Classified documents that contain or reveal snformation 
that is subject to special dissemination and reproduction limitations 
authorized under this Order shall be marked clearly so as to place the 
user on- notice of the restrictions. 

(¢) Prohibitions. 

(1) Classification may not be used to conceal. violations of 
law, inefficiency, or administrative error, to prevent embarrassment 
to a person, organization or agency, or to restrain competition. 

(2) Basic scientific research information not clearly related 
to the national security may not be classified. 

(3) A product of non-government research and development 
that does not incorporate or reveal classified information to which 
the producer or developer was given prior access may not be classified 
under this Order until and unless the government acquires a proprietary 
interest in the product. This Order does not affect the provisions of 
the Patent Secrecy Act of 1952 (45 U.S.C. 181- ~188). 

(4) References to classified documents that do not disclose 
classified information may not be classified or used as a basis for 
classification. 

(5) Classification may not be used to Limit dissemination of 
information that is not classifiable under the provisions of this 
Order, or to prevent or delay the public release of such. information. 

(6) No document originated on or after the effective date of this 
Order may be classified after an agency has received a request for 
_ the document under the Freedom of Information Act or the Mandatory 


Review provision of this Order (Section 4(£)), unless such classification 
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is consistent with this Order and is authorized by the agency head. 

Documents originated before the effective date of this Order and subject 

to such a request also may be classified under this Order by the senior 

official designated to oversee the agency information security 

proveda aid by officials ‘with Top. Secret classification authority. 

Classification authority ree i hisv pearep enon shall be exercised 
personally, on a document-by-document basis. 

(7) Cidasseieacion may not be er ee documents already 
declassified and released to the public under this Order or prior 
Orders. 

Section 3. Derivative Classification se Tatosmab ion: 

(a) Original classification authority shall not be given to 
peréone Whe only reproduce, extract or siiivax tne classified information 
-or Ghe-8aly apply classification markings derived oe source material 
or as directed by a classification guide. Persons who apply such 
derivative classification markings shall (1) respect classifications 
assigned by originators; (2) verify the information's current level 
of classification so far as practicable before applying the markings: 
(3) carry forward to any newly created documents the ere dates or 
eveaes Por declassification or review and any additional authorized 
markings, in secouaanee with subsections (b) and (c) below. 

A single marking may be used for documents based on multiple sources. 

(b) Classification guides used to divece Wepivarive classification 


shall specifically identify the information to be classified. 

A decision to identify information for pfotection in this manner 

eonsuxeuges an original classification decision. Each classification 

guide shall specifically indicate how the designations, time limits, 

markings, and other requirements of this Order are to be applied 

to the information. Each such guide shall be approved personally and 

in writing, by an agency head listed in Section 2(b) or by an official 

with Top Secret classification authority. | | J 
(c). New material that derives its classification from information 

classified on or after the effective date of this Order shall be marked 


with the declassification date or event or the date for review 


assigned to the source information. 
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(d) New material chat. derives its classification from information 
classified under prior Orders shall be treated as follows: 

(1) If the source material bears a declassification date or 
event twenty years or less from the date of origin, that date or 
event shall be carried forward on the new aaberial. 

(2) If the source aaehegay bears no declassification date or event 
or is marked for declassification beyond twenty years, the new material 
shall be marked with a date for review for declassification at twenty 
years from the date of original classification of the source material. 

(3) If the source material ig: Poveaen government information bearing 
no date de evere for declassification or is marked for declassification 
beyond thirty years, the new material shall be marked for review for 
declassification at thirty years from the date of original classification 
of the sourcaumaresier: | 

Section 4. Declassification and Downgrading 

(a) ‘Declassification Authority. The pacer oes to declassify 
_ or downgrade information classified under this or prior Executive 
_ orders shall be exercised as follows: | 

(1) Classified information may be declassified or downgraded 
by the official who authorized the original slassificaticn LE that 
official is still sarving in the same position, by a Successor, or by 
a supervisory official of either. . 

(2) Agency heuas eanes in Section 2(b) shall tegdenats additional 
officials at the lowest practicable echelons to exercise declassification 
aud dewagtadiae authority. a ° 

(3) When the Director of the Information Security Oversight 
Of fice determines that information is classified in violation of this Order 
the Director may require the information to be declassified by the | 
agency that originated the declassification. Any decision by the 
Director may be appeaied to the National Security Council. The 
‘See eneeaen shall remain classified until the appeal is decided or until 
One year from the date of the appeal, whichever Seti: esc. The 
same procedure shall be followed when the Dikeered. ec sssietes information 
pursuant to the appellate fiunetion in Section &(£)(2). | 

(4) The provisions of this Order relating to decraseteies thoncenett 
also apply to agencies which, under the terms of this Order, do not have 


original classification authority but which had such authority under prior 
~~~ = Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 
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(b) Auehorey. Over Transferred Puseumast ow: 

(1) For classified information transferrsi in sestuneiess with 
&. transfer of funetion -- not 
merely for storage purposes ae ane. HOCRE MANE Agency shall be feined te 
be the originating Agency for - all purposes dander Ente Orders 

(2) For classified information not transferred in accuriance 

with subsection (1) anoves but originated in an Agency which has 
ceased to exist, each Agency in possession shall Be eerie’ to be the 
originating Agency for all purposes under this Order. Such Pheeyen 
tion may be declassified or downgraded by the Agency in possession 


after consulting with any other Agency having an interest in the 


subject matter. : 


. - \ . 5 ; 
(3) Classified information transferred to the General Services 


Administration for accession into the Archives of the United States 
shall be declassified or downgraded by the Avchivist of the United 
States in accordance with this Order, the directives of the Information . 
SS cun hy. Oversight Office, and Agency guidelines. 

(4) After the termination of a Presidential seutaretcatrey, the 
Archivist of the United States may review and” - 5 ine 
declassify or downgrade all information classified py the President, 
the White House staff, committees or commissions appointed by the 
President or others acting on the President's behalf. This authority 
shall be Seauvesaa only efter consultation with the agencies having 
primary subject matter interest. Any decision by the Archivist may be 


4 


appealed to the Director of the Information Security Oyersight ffice 


(c) Declassification Policy. 
(1) Declassification of classified information shall be given 


emphasis comparable to that accorded classification, Information 
classified pursuant to this and prior Orders shall be declassified as 
early as national security considerations permit. Decisions concerning 
declassification shall be based.on the loss 6f the information's 
sensitivity with the passage of cine or the occurrence Se an eyeue which 


would. make continued classification unnecessary. 
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it shall be declassified unless the declassification authority established 
in Section 4(a) determines that the information continues to meet the 
-gtandards for classification prescribed in Section 2(c) despite the 
passage of time. 

(3) It ta ‘presumed: chat fnfotmacton Sareq HenetAGeE to meet the 
standards for classification in sueeiba 2(c) requires continued protection. 
In some cases, however, the need to protect such seit nae tae may be 
outweighed by the public interest in disclosure of the information, and in 
these cases the information should be declassified. When such questions 
arise, they shall be referred to the agency head; or the senior agency 
officials with Haspousabiaiey for processing Freedom of Information Act 
requests and Mandatory Review requests under this Order; or officials 
with Top Secret classification authority; or the Archivist of the 
United States in the case of material covered in Setetoa 4(£)(2). That 
official will determine whether the public interest in disclosure outweighs 


the damage to national security that might reasonably be expected from 


disclosure. 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


ae ae 
IN TS DEAT 
( $ ly 2TENE ») 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


(e) Systematic Review for Declassificaton. 


(1) Classified iiPormabion sone vitiae permanently valuable 
records of the Government as defined by 44 U.S.C. 2103 and information 
in the possession and control of the Administrator of General Services 
pursuant to 44 U.S.C. 2107.-or 2107 ‘note ‘shall ive reviewed for 
declassification as it Rokouee 20 years old, esney heads listed in 
Section 2(b) and officials designated by the President pursuant to 
Section 2(b)(1) of this Order may extend classification beyond 29 
_ years, but only. in accordance with Sections 4(e) and 4(e)(2). This 
authority may not be delegated. When classification is extended 
beyond 20 years, a date ee declassification or the next review no 
more than 10 years later shall be set and marked on the document. 
Subsequent reviews for declassification shall be set at no more than 
10 year ee ee the Director of the Information Security Over- 
sight Office may gutena the period between subsequent reviews for 


“gpecific categories of documents or information. 
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ine agency heads listed in Section 2(b) and the heads of agencies which 
had original classification authority under prior orders shall, after 
consultation with the Archivist of the United States and review by the 


Information Security Oversight Office, issue and maintain guidelines for 


ay ’ 
f 


systematic review covering 20-year old élassifiéd information under 
their jurisdiction. These puidelines shall state specifie, limited 
categories of information which, because of their national security 
sensitivity, should not be declassified automatically but should be 
reviewed item-by~item to determine whether continued protection beyond 
20 years is needed. These guidelines shall be authorized for use by 

may, upon approval of the issuing authority, be used 
the Archivist of the United States and /by any Agency having custody of 
the information, All information not identified in these guidelines 
as requiring review and for which a prior automatic declassification 
date has not ee established shall be declassified automatically at 
the end of 20 years from the date of original classification. 

(3) Notwithstanding Section 4(e)(1) and (2), the Scerurary of 
Defense may establish pee aas procedures for systematic review and 
declassification of.classified cryptologic information produced by 
units of the Department of Defense. These procedures shall be con- 
sistent, so far as practicable, with the objectives of Section 4 (e) 

(1) and (2). They shall be approved by the Director of the Infor~ 
mation Security Oversight Office and, with respect to matters pertaining 
to intelligence sources and methods, shall be reviewed by the Director 


of Central Intelligence prior to implementation. Any decision by 


rant meer fern 


the Director of the Information Security Oversight Office may be 
appealed to the National Security Council. The information shall 
remain classified wnetd the appeal is decided or until one year from 
the date'of the appeal, whichever occurs first. 

(4) Foreign government information shall be exempt from auto~ 
matic deatasaxetoa ed on ain 20 year systematic review. Unless declassi- 
fied earlier, such information shall be reviewed for declassification 
(30 years from its date of origin.. Such review. shall be in accordance 
with the provisions of Section 4(c) and with guidelines Jeveiapea By 
agency heads in consultation with the Archivist of the United States 
and, where appropriate, with the foreign government or international 


organization concerned. 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


Approved For Release 2005/05/23 : CIA-RDP82M00591R000500020002-4 


(5) Transition to systematic review at twenty years shall 
be implemented as rapidly as practicable and shall be completed no 
more than ten years from the CREP ERINS date of this Order. 

(f£) andawery Review for Declassification. 

(1) Except as evewided in (2) ‘pelow, eo ues classified 
aerouawe to this Order or prior Orders shall be reviewed for 
possible declassification upon request of a member of the public, a 
government employee or an agency, provided the euquest is sufficiently _ 
specific to permit location of the information with reasonable effort. 


Requests for declassification under this provision shall be acted upon 


within 60 days. Requests for declassification under the Freedom of 
Information Act shall be processed in accordance. with the vrovisions 


of the Act. 


(2) Information less than ten years old originated by the 
pecieere, the White House staff, or committees or commissions 
appointed by the President or Schone acting on behalf of the President, 
including such information in the possession and control of the 
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107 
note is exempted from the provisions of subsection (1) above. Such 
information over ten years old, however, shall be subject to mandatory 
review for declassification. The processing of such requests for 
mandatory review 
shall accord with procedures developed by the Archivist Betis 
United States which shall include consultations with agencies having 
primary subject matter interest. Any decision by the Archivist may 
be appealed to the Director of the Information Security Oversight Office. 
Agencies with primary subject matter interest shall be notified B 


promptly of the Director's decision and may follow the appeals process 


set forth in Section: 4(€a) (3). 
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(3) Requests for declassification of classified documents 
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originated by an agency but in the possession and control of the 
Administrator of General Services pursuant to 44 U.S.C. 2107 or 2107 
note shall be referred by the Archivist to the Agency of origin for 
processing in accordance with subsection (1) above and for direct 
response to the requestor. ‘the Archivist shall inform requestors of 
such referrals. | 7 

(4) No agency in possession of a classified decument may, in 
response to a request for the document made under the Freedom of Infor- 
mation Act or this Order's Mandatory Review provision, refuse to confirm 
the existence or non-existence of the document, unless the fact of its 
existence or non-existence would itself be classifiable under this 
Order. 

Cg) Downgrading. — Classified information that is marked for 
automatic downgrading is downgraded accordingly withont notification to 
holders. Other classified information may be assigned a lower classi- 
fication designation by the originator or by other authorized officials 
when such downgrading is appropriate. Notice of such downgrading shall 
be provided to holders of the information to the extent practicable. 

Section 5. Safeguarding. | 

(a) General Restrictions on Access. 

(1) No person may be given access to classified information 
unless that person has been determined to be trustworthy and unless 
access is necessary for the performance of official duties. 

(2) All classified information shall be marked conspicuously 
to put users on notice of its current classification status and, Lf 


appropriate, to show any special distribution or reproduction restric- 


tions authorized by this Order. 
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ia Fe rea) te me pepe 
(3) ASgiovea For Absa ABsee5z} Cine ambos Roodsé seddz602 Ep assure 
that elassified information is used, processed, st2re4d, reproduced 
end transmitted only under conditions that will provize adecintea 


] 
oh 
protcetion and prevent access by unauthorized persons. 


al 


(4) Classified information nu longer neened in current ; 
HOCKE UL files or for reference or record purposes shall be uro- 
sevena for appropriate dispaos oes in accordance with the provisions 
OF Gyasters 21 and 33 of Title 44 of the United States Code governing 
disposition of federal records, 

(5) Classified dueesast ton (Gseirnatet outside the 
executive branch shell be miaeh protection equivalent to that 
afforded within the executive branch. 

(b) Special Aeceue Programs. ‘ 

(2) Agency heads listed in Section 2(p)}(1) may create special 
access prograns to control access, distribution, and protection of 
particularly sensitive information classified sibetant to this Order or 
prior Orders. Such programs may be created or continued only oy 
written direction and only by these agency heads and, for matters 
Der ver sing to intelligence sources and methods, by the Director of ~~ 
Central ‘Intelligence. Classified information in Such (preerats shall 
be declassified according to the provisions of Section Lo Special 


access programs may te oreated or continued cnly on a specific 


anoutne that: . 


~- 


(i) normal magapenent and safeguarding procedures are not 
sufficient to limit need-to~-know or Geese S Abe 
(ii the number of persons who will need access Will be 
reasonably small and eonmenslTe le with the objective of providing 
| : 


extra protection for the iorommavesd involved; and 


ce 


(iii) the special access controls balance the need to protec 
- the information against the full spectrum of needs Soa use the infor- 


mation, 
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(2) All such special access programs shall be reviewed regularly 


and, except those required by treaty oF international agreement, shall 


terminate automatically every five years unless renewed in accordance with 


. 
fe 


procedures in this: subsection, 

(3) Within 180 days after the otfective,date of this 
Order, agency heads shall Sng tee on! existing | a 
special access programs under their jurisdiction aoe couse Ake 
only in accordance with the procedures in this subsection. Each of those 
Agency heads shall also establish and maintain a system of accounting for. 
special access programs. 

The Direetor of the Information Security ‘Oversis oht Office 


shall heve-non-delegable access to all such accountings. 


(c) Access by Historicel Researchers and Former Presidantial 
Appointees. The requirement in Section 5(a)(1) that 


access to classified information be granted only as is necessary for the 
performance of officiel duties may be waived with respect to persons who 

are engaged in the historical research projects or who piegi awaly. have 
ogeupied Pores -~naking positions to which they were paRpeonees by the Presiden 
provided that the agency with jurisdiction over the information: _ 7 

(1) makes a written. determination that access is cons istent 
with the eet of national security; 

(2) takes appropriate steps to seeaee that classified infor- 
warten xe not disclosed or published without prior review ane: 
Geclassification; _ a - oa . - 

(3) takes reasonable action to ensure that access is Limited 
to specific categories of information over which that agency has 
‘elassification jurisdiction; | 

(4) limits the access granted to former Presidential 


appointees to items that the person originated, reviewed, signed or 


received while serving as a Presidential appointee. 
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(a) Reproduction Controls. 


(1) Top Secret documents may not be re ieiawes sithecct the 


consent of the originating agency unless Jeiecuiee narcked By the 


originating office. 
(2) Reprodustion of Seeret and Confidgatial documents may 
be geneeieesd by ae originating - agency. 
(3) Reproduced copies of classified documents are subject to 
the same secountability and controls as the original documents. 


(4) Records shall be maintained by all agencies that repro- 


duca paper copies of classified documents to show he number and distributio: 


of reproduced copies of all Top Secret documents; ail documents. 
covered by special access programs distributed outside the originating ° 


agency; and 211 Secret and Confidential documents marked in 


e 


accordance with Section 2(¢@)(5). 


« 
2 


(5) Subsections (1) and (2) above shall not restrict the 
reproduction of se cimeues for the purpose of facilitating review for 


declassification. However, such reproduced docunents er remain 
% 


classified after review must be destroyed roe they are asea. 


Section 6. Ymphementation and Review. 
oe ee ee 


The National Security Council may review all matters with respect. tc 


the implementation of this Order and shall provide overall policy 


direction for the information security program. 


Gide oes me ee es - - e . ee 


(a) Information Security Oversight Office. | 

(1) The Administrator of General Services shall be responsible 
for. implementing and monitoring the program established pursuant to 
this Order. This responsibility shall be delegated to an | 
Information Security Oversight Office. Pa 

(2) This Office shall have a full-time Director appointed by 
the Administrator of General Services subject to approval by the 
President: ane Adntatsevator also shall have authority to appoint a staff 
for the Office. | | a | 


(3) “the Hipeeees < shall: 
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ex and implementing directives of the Informattion:Security Oversight 
(ia) consider and take action on complaints and suggestions 
from parsons within or outside the Goeeniuuae with respecz to ths 
administration of the information security ee including 


avpeals fron decisions on declassification requésts Pursuant to 


( 
(iii) exercise the authority to declassify information pro-~ 
vided by seeltone 4(a)(3) ana 4€¢£)(2); 

(iv) develop, in consultation with the agencies, and pronmul- 
gate, subject to the approval of the National Security Council, 
directives for the implementation of this Order which: shall be 
binding on the agancies; 


(v) report annually to the President through the Administrator 


of General Services and the National Security Council on the 


~ 


implementation of this Order; 


(vi) review all agency implementing regulations and guidelines. 


The Director may require any regulation or guideline that is not 


consistent with this Order or implementing directives to be changed. 
Any decision by the Director may be appealed to the National Security 
Council. The agency regulation or guideline shall remain in effect 
until the appeal is decided or until one year from the date of the 
appeak. whichever occurs first. 

(vii) exercise case-by-case classification authority in 
accordance with Section 2(b)(5) and review requests for original classi- 
fication authority from agencies or officials not granted original 


classification authority under Section 2 of this Orders; 
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ie (viii) have the authority to conduct on-site reviews of the 
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information security program of each agency that handles classified 
information and to peee-or each agency such reports, information, and 
other cooperation as necessary to fulfill the above responsibilities. Tf 
such reports, inspection, or access to specific, categories of classified 
information would pose an exceptional national security risk, the affected 
agency head may deny access. The Difector agers ones denials to he 
National Security Council. The denial of acess shall remain in effect 


until the appeal is decided or until one year from the date of the appeal, 


whichever occurs first. 


(b) Intersfency Information Security Committee. There 
is established an Interagency Information Security Committee which 
shall be chaired. by the Director and shall be comprised of represen- 
tatives of the Secretaries of State, Defense, Treasury and Energy, . 
the Attorney General, the Director of Central Intelligence, the 
National Security Council Staff, the Domestic Policy Staff, and the 
Archivist of the United States. Representatives of other egencies 
may be invited to meet with the ‘Committee on matters of particular 
interest to those agencies. The Committee shall meet at the aoa 
of the Chairman or at the request of a member Agency and shall . : 
advise the Chairman susie lensnee toner this Order. 

te) aeaneias with Original Classification Authority. ‘Each | - 
agency granted original classification authority pursuant to this 
Order shall: | : | 

(1) Submit to the Information Security Oversight Office a 
copy of atl regulations and guidelines for systematic review adopted 
pursuant to this Order and implementing directives. Subsequent 
changes to Agency regulations and guidelines for systematic vrevier 
shall also be forvrarded to the Oversight Office. 
(2) Develop, to the extent practicable. and vublish in 


the Federal Register unclassified regulations implementing this Order. «— 
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(3)  DefpiprowarbFor Retease 2009/09/23: GIACRRRS2IM00591R2009509020002-4 5s . . 
oversight program to ensure effective implementation of this Order. 

(4) Designate a senior agency official or chair an agency 
committee with authority to. act on all suggestions and complaints 
with respect to the agency's administration of the information 
security program. | | ee oe en : ae 

(5) Establish a process &G decide appeals from denials of 
declassification requests, pursuant to Section 4(f). 

(6) Establish a program to familiarize agency personnel and 
others with access to classified information with the provisions of 
this Order and cup laueneiag directives. This program shall impress 
upon agency personnel their responsibility to exercise vigilance in 
complying with this Order. The program shall eneducase agency 
personnel to challenge through Mandatory Review and other appropriate 


procedures classification decisions believed to be improper. 


(7) Ensure the npspenasine and promulgation of guidelines 
for security classification that will facilitate the identification 
and uniform eiSsess sae eton of information Bequen ene. protection under 
the provisions of this Order. “ps a eet & 

(8) Develop and. ‘promulgate guidelines for systematic review : = 
in accordance with Section 4Ce )(2). 

(9) Take necessary action to ens sure. that: 

(i) a demonstrable need for access to Creees ited information 
is established prior to the initiation of administrat ive clearance 
procedures, and : 

(ii) the numder of people granted access to class ified infor- 
medion is reduced to and maintained at the minimum, consistent with 
operetional requirements and needs. 

(10) Ensure that safeguarding practices are reviewed con 


tinuously and eliminate those that are duplicative sr unnecessary. 


M4 
r 4 
iets 
iP 
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(12). Submit to the Information Security Oversight oc 
such information or reports as the Dircctss of the : 


mecessary to carry out the Office's responsibilities. 
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(d) Agencies Without Original Classification Authority. 

Each Agency that has not been granted seieigat classification authority 
but that handles classified information shall comply with appropriate 
subsections above /(c)(1), (2), (3), (4), (5); (6), (8), (9), (10) and 
(11)_/. ee 4. eta. one, 

Section 7. Administrative sdnctiawes a 
In any case in which the Information Security Oversight Office finds 
that a violation of this Order or any implementing directive has 
occurred, it shall make a report to the head of the agency concerned 
so that corrective steps may be taken. 

(a) Officers and employees of the United States shall be 
subject to appropriate administrative semitone if they: 

(1) knowingly and willfully classify or continue the classifica- 
tion of Sageenaeica in violation of this Order or any implementing 
directive; or 

(2) knowingly, willfully and without authorization disclose 
information properly eiweuteied under this Order or prior Orders or 
compromise properly classified information through negligence; or 

(3) knowingly and willfully violate any other provision of this 
Order or implementing eee 

(b) Sanctions may include reprimand, suspension without pay, 
removal, termination of classification authority, or other sanction in 
accordance with applicable law and Agency regulations. 

(c) Agency ee shall make provision to ensure that appropriate 
and prompt corrective action is taken whenever a violation under 
subsection (a) occurs. The Director of the Information Security 


Oversight Office shall be informed when such violations occur. 


(d) Agency heads shall report to ene Attorney General eee 
of possible violations of federal criminal law by an employee of thelr . 
Jepeeenene or agency to the extent any such information may be reflected 
in classified information and report to. the Attorney General evidence 
of possible ¥iolartons. by any other. person .of. those federal eriminal 


laws specified in. guidelines adopted by the Attorney General; 
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Section 8. Atomic Energy Information or Material. 

Nothing in this Order shall supersede any Bequierenenes made by or under 
the Atomic Energy Act of 1954, as amended. "Restricted Data" and 
information designated as "Formerly Restricted Data" shall be handled, 
protected, classified, ieupweaed: and declassified in conformity with 
the provisions of such Atomic tes eyo aee and ine: weal oetene of the 


Department of Energy. 


Section 9. Interpretation of the Order. 
The Attorney General, upon request by the head of an Agency, his duly 
designated representative, or the Director of the Information Security 
Oversight Office, shall personally or through authorized representatives 
of the Department of Justice render an interpretation of this Order 
with respect to any question arising in the eouree Ge its administration. 
Section 10. Revocation of Prior Orders and Directives. 
Executive Order No. 11652 of March 8, 1972, as amended by Executive 
Order No. 11714 of April 24, 1973, and No. 11862 of June ii, 1975, 
and the National Security Council Directive of May 17, 1972 da C.F.R. 
1085 (1971-75 Comp.)/ are revoked. 
Section 11. Effective Date. 
This Order shall become effective on December 1, 1978, except that 
the functions of the Information Security Oversight office specified 
in Section 6(a)(1)(Civ) and 6(€a)(1)(vi) shall be effective immediately 
and shall be performed in the interim by the Interagency Classification 


Review Committee established pursuant to Executive Order 11652. 
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